Adopting Enterprise Wireless LANs

The popularity of wireless networking is growing and users
have recognized the many benefits of using mobile technology.
Wireless networks can provide new connectivity to places

that were once hostile to traditional wired networks. Access

to the Internet and corporate data files while roaming freely
throughout the enterprise has been proven to improve
productivity and communications. Employees are now
demanding wireless service.

But for IT professionals, selecting an enterprise class wireless
solution has not been easy. Security concerns, management of
APs, and seamless integration with wired networks are just
some of the challenges. Is the right choice a full featured AP
or a thin AP with a wireless LAN switch? The answer depends
on the size and type of wireless LAN you want to deploy and
Foundry’s IronPoint™ wireless solutions offer the flexibility

of both.
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Foundry’s IronPoint” Wireless
Solutions

Foundry Networks® IronPoint™ wireless solutions are truly
revolutionary and provide all the features that enterprises
are demanding in a leading edge wireless network solution.
+ Strong Security

+ Seamless Mobility

+ Enhanced User Policies

+ Centralized Management

+ Leading Standards Based Solutions

+ Seamless IntegrationWith FoundryWired Networks

+ Strong Investment Protection

+ Ease-of-Use




Enterprise-Class with Universal Appeal

To put it simply, Foundry’s IronPoint™ 200 AP is the ultimate
in flexibility. The IronPoint™ 200 AP can be implemented as a
full featured AP with its own embedded management for small
wireless networks requiring only a few access points. It can be
implemented with Foundry’s IronView Network Manager

to scale the wireless network to serve many medium to large
sized companies.

For customers demanding the most from their wireless LANS,
IronPoint™ 200 APs can be used with Foundry’sWireless
Enabled Fastlron® Edge Switches (FES) to provide exceptional
security, mobility,and unmatched scalability. An optimal
solution for large enterprise and hot spot providers.

By integrating IronPoint™ 200 APs with Foundry’s mature
switching platform, Foundry achieves a solution with
sophisticated next generation features, providing ironclad
security and lowered cost of ownership. Not only is
authentication, security, roaming, and scalability functions
enhanced, but the ability to manage the wireless airwaves is
greatly improved. Automated channel selection, five levels

of power management and load balancing can help reduce
installation and maintenance overhead.

Foundry IronPoint™ AP’ ability to adapt to each customer’s
wireless requirements is achieved through software upgrades—
to both IronPoint™ 200 APs and Foundry’s family of FES
switches. IronPoint™ future proofs customer wireless
investments through unmatched flexibility and field
upgradeability. Through cost effective software upgrades,
Foundry’s wireless access points and wireless enhanced
switches will provide years of leading edge wireless and
wired service—allowing customers to integrate wireless
technology into their wired network with the utmost
confidence.

Foundry’s IronPoint™ Wireless Solution offers:

+ One AP for all your enterprise wireless needs. Powerful AP
hardware with different AP software versions for maximum
feature & topology flexibility.

t Flexible enough for simple one-on-one management or for
fully centralized management.

+ Full featured AP or intelligent AP combined with Foundry’s
Wireless Enabled Fastiron LAN switches for enhanced features
and unmatched scalability.

The choice is yours!

Implement With Confidence

Foundry Networks is a leader in high performance,and in
feature rich and cost effective networking solutions with many
years of solid experience in secure data networks. Foundry
Networks is a member of the WiFi Alliance.Working with

the WiFi Alliance ensures maximum compatibility with

other WiFi Alliance approved 802.11 products. Foundry
understands and fills the need for fast, robust, and standards-
based networking infrastructure to run mission critical
business applications.

With Foundry IronPoint™ wireless products, wireless
becomes an integral part of your wired network, not a
disruption to your wiring closet.Whether it’s wired or
wireless, Foundry Networks will be here to support
your networking requirements today and tomorrow.

Let us help you build the network of tomorrow with
confidence. Begin by calling your Foundry Networks
sales representative today.

IronPoint* 200 AP Highlights

+ Dual band access point for high-performance access.

+ Support for 802.11a 5GHz 54-Mbps,802.11aTurho
5GHz 108-Mbps, 802.11h 2.4GHz 11-Mbps,802.11g
2.4 GHz 54-Mbps.

+ External antenna support for 802.11hb/g radio using MC
Card (Lucent) connector

+ Industry leading configuration flexibility and product family
compatibility for unsurpassed functionality and scalability.

t Flexible management options with built-in management or
centralized management platform with IronView Network
Manager, industry standard CLI,Web GUI, SSH v2, and
SNMP v1/2/3.

t Leading-edge and standards-based authentication and data
privacy for strong enterpriseclass security.

+ Support for 802.1x authentication, Preshared Key
authentication, MAC Address authentication,\WWPA2
(TKIP & AES-CCM), DynamicWEP, Static WEP.

+ Support for EAP-TLS, EAP-TTLS, EAP-MDS5,
EAP-TTLS/MSCHAPv2, PEAPVO-MSCHAPV2,
PEAPv1-MSCHAPVv2, PEAPV1/EAP-GTC, EAP-SIM

+ Advanced Enterprise Features—Automatic channel selection,
five levels of power control,802. 3af Power-over-Ethernet support.

+ Rapid handoff with IAPP IEEE 802.11f for seamless
Layer2 roaming.

+ Universal global support for multi-country radio frequency
and channel configuration.

+ Wi-Fi compatibility ensures interoperability with all
Wi-Fi compatible laptops, handhelds,PDAs, and other
mobile wireless devices.




Broadcast and Session Key Refresh Rate
t 802.1X Re-authentication Refresh Rate
+ WPA2 (TKIP & AES-CCM) with Preshared Keys
+© WPA2 (TKIP & AES-CCM) with 802.1x Support
+ 802.11i AES HW Compliant (software upgrade when ratified)
+ 802.1X DynamicVVLAN Policies
+ NativeVLAN per SSID
+ ManagementVLAN
¢ Intrusion Detection & Lockout
+ Automatic Port Disablement (IronPoint FES Switch)
+ Scheduled AP Power Up and Power Down (IronPoint FES Switch)
t+ 802.1X AP Authentication To Switch
+ Wireless Client toWireless Client Filtering
+ Wireless Side Local Management Filtering
t EthernetType Filtering
+ SSID Broadcast Suppression
+ Physical AP Locking Mechanism
+ RF Monitoring and Rogue Detection

AP & Network Features

+ Multi-Country Support

+ Full Featured Fastlron Edge Switch Support

+ Mounting Bracket forWall, Ceiling, and Tabletop
t Integrated AP Locking Mechanism

+ LED:s For Status, Link, Radio a, Radio b/g

t Auto-sensing 10/100BASE-T PoE Port

+ Power Over Ethernet (PoE) Support—=802. 3af
+ Managed PoE Support (IronPoint FES Switch)
+ 802.114a,802.11h,802.11g Standards

+ 802.11aTurbo Mode (with supported NICs)

+ Simultaneous Dual Radio Support 2.4-GHz and 5-GHz
t Integrated Antenna Support For 802.11a/b/g



