Niagara Falls Bridge Commission

SUMMARY
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Niagara Falls attracts multitudes of U.S. and Canadian tourists and honeymooners with its
spectacular scenery and numerous attractions. Linking the two sides of the Niagara Falls region,
the Niagara Falls Bridge Commission (NFBC) is a joint U.S. and Canadian agency that owns
and operates three bridges that traverse the Niagara River. Although the NFBC does not
handle customs and immigration between the two countries, the organization is charged with
keeping the Niagara Falls bridges safe and ensuring that traffic flows efficiently and unhindered
between the U.S. and Canada.

Network security and traffic management functions are overseen remotely from NFBC’s
Operations Center at the agency’s administrative headquarters in Lewiston, NY. From this
state-of-the-art Operations Center, which operates 24 hours a day, 7 days a week, NFBC
management and staff analyze information streaming in from 160 video cameras, 96 access
control points and 6 U.S./Canadian customs plazas distributed along the bridges.

OBJECTIVE

Due to the critical nature of maintaining unimpeded traffic along the fourth busiest
U.S.-Canadian border, NFBC required a converged network and security solution to
automate consolidation and interpretation of a wide array of disparate data sources, such as:

» Switch/router interface logs ¢ User activities

* Network traffic statistics * Log-in, log-out logs

* Host behaviors e Other systems

The goal of this best-of-breed communications and advanced security solution was to cost-
effectively automate once manual correlation efforts in order to rapidly reduce the time to
resolution of both network and security incidents. Often, the existing manual efforts were
unable to identify repeat issues and required reproducing each scenario.

“We needed a network infrastructure capable of supporting our intensive environment, but
we also wanted a network behavior analysis solution that would allow us to view information
about that network more efficiently,” explains Dave Woods, Manager of IT.

With a 10Gb international network with more than 500 nodes across seven locations, the
NEFBC found that network management was taking up more time and becoming more complex.
As the network grew, network and host behavior anomalies became harder to detect. The agency
needed a solution to address these issues and ensure that its network securely supported its” high
performance requirements.

SOLUTION

Foundry’s converged network solution Lancope’s StealthWatch Network Behavior Analysis
(NBA) solution met each of NFBC’s requirements providing them with their ideal solution.
Foundry’s networking and wireless hardware transports on-demand data, voice, and video
throughout the agency’s operations. Lancope’s StealthWatch System integrates security
awareness with Foundry’s network infrastructure to significantly reduce network risks and
maximize network availability. This joint Foundry/Lancope solution rapidly identifies,
prioritizes, mitigates, and resolves critical network and security incidents and threats—regardless
of signature availability.

The joint solution includes a number of Foundry and Lancope products:
* Foundry sflow-capable Biglron® RX backbone switches

¢ Foundry sFlow-capable Fastlron® family of Power over Ethernet (PoE) switches
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COMPANY DESCRIPTION

The Niagara Falls Bridge Commission
(NEBC) is a joint U.S./Canadian agency
that owns and operates three bridges that
traverse the Niagara River at the fourth
busiest border crossing between the two
countries. The bridges handle about

12 million crossings a year, and about
$32 billion in trade goes back and forth
across border.

OBJECTIVE

m Deploy a converged networking
solution to consolidate the many
types of data coming in to the
NFBC’s Operations Center

= Include advanced security features
to keep this busy border crossing
between the U.S. and Canada safe

m  Create a robust, reliable networking
environment that is as mission-critical
as the bridges it serves

SOLUTION

= The network includes Foundry’s
Biglron RX backbone switches,
Fastlron family of Power over Ethernet
(PoE) switches, IronPoint Mobility
Series, [ronView Network Manager
(INM) software as well as Lancope’s
StealthWatch Network Behavior
Analysis and response solution

RESULTS

m  NEFBC staff are able to analyze incoming
video, voice, and data and coordinate
responses 24 hours a day and seven
days a week

m By integrating Lancope’s StealthWatch
with INM, the NFBC is able to combine
network behavior analysis with network
management to detect flow-based
anomalies and threats



¢ Foundry IronPoint® Mobility Series
¢ Foundry IronView® Network Manager (INM)
¢ Lancope StealthWatch Xe for sFlow® to collect and analyze Foundry-sourced raw sFlow data

* Lancope StealthWatch Identity-1000 IP-to-ID appliance to track user behavior

* Lancope StealthWatch Management Console to correlate network and security activity
across critical segments of NFBC’s network

“Our Foundry network has delivered solid performance and reliability for the agency since
day one,” says Woods. “The Lancope solution complements our investment in Foundry by
adding the visibility we need into the network to ensure we continue to meet our complex
networking needs moving forward.”

StealthWatch provides immediate notification of security issues, helpful troubleshooting data,
and detailed insight into network, host and user problems. NFBC uses StealthWatch as a
monitoring and troubleshooting solution that detects and identifies problems with network
users. It also allows NFBC to keep a sharp eye on transient hosts, outside users and contractors
dialing into the network, and inside contractors plugging in laptops or other devices—all of
which can introduce IT security risks.

RESULTS

From within the Operations Center, management and staff are able to analyze the information
from numerous PoE IP video and CCTV cameras and secure wireless Access Points (AP) placed
at strategic locations along the bridges as well as at the U.S. and Canadian Customs Plazas and
the NFBC’s headquarters. The information from the cameras is sent through Foundry’s network
infrastructure and is used to monitor traffic in each lane, locate traffic accidents, and any
unusual activities or incidents remotely.

The Operations Center staff analyzes incoming video, voice, and data and coordinates responses
24X7, which enable pertinent specialist teams and resources to be deployed more efficiently
and quickly— saving significant time and financial resources. By integrating Lancope’s
StealthWatch with INM, NFBC is able to couple network behavior analysis with network
management to detect low-based anomalies and threats.

Foundry’s open network architecture allows NFBC to deploy a best-of-breed, multi-vendor
solution that complements Foundry’s wired and wireless network and Lancope’s StealthWatch
NBA solution. This robust network and security infrastructure delivers performance, convergence,
and scalability advantages associated with Foundry’s underlying switch infrastructure in tandem
with Lancope’s StealthWatch real-time threat detection and mitigation. This comprehensive
solution meets extensive technical, security, and regulatory compliance requirements.
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“ GIVEN THE CRITICAL NATURE
OF OUR NETWORK, WE CAN’'T
AFFORD UNEXPECTED NETWORK
DOWNTIME OR FAILURE,” NOTES
wooDSs. “TOGETHER, OUR
ROBUST, RELIABLE NETWORK
FROM FOUNDRY, COMBINED
WITH THE TRACKING AND
PROFILING CAPABILITIES
PROVIDED BY STEALTHWATCH,
HAS BEEN INVALUABLE IN
ALLOWING US TO SUPPORT
THE AGENCY’S MISSION WHILE
ACCOMPLISHING OUR GOALS IN

LESS TIME WITH LESS MONEY. ”

— Dave Woods,
Manager of IT

FOUNDRY NETWORKS

Foundry Networks, Inc. (NASDAQ: FDRY) is a leading provider
of high-performance enterprise and service provider switching,
routing, security and Web traffic management solutions, including
Layer 2/3 LAN switches, Layer 3 Backbone switches, Layer 4-7
application switches, wireless LAN and access points, metro and
core routers. Foundry’s customers include the world’s premier ISPs,
metro service providers, and enterprises, including e-commerce
sites, universities, entertainment, health and wellness, government,
financial and manufacturing companies. For more information
about the company and its products, call 1.888. TURBOLAN

or visit www.foundrynet.com.

The foregoing may contain “forward-looking statements” which
are based on management’s current information and beliefs as well
as on a number of assumptions concerning future events made by
management. These forward-looking statements include, without
limitation, statements by executives or spokespeople regarding
Foundry’s positioning and potential plans. The forward-looking
statements are only predictions and are subject to a number of
risks and uncertainties, which could cause actual results to differ
materially. Foundry assumes no obligation to update the forward-
looking statements contained in this document. Furthermore, no
statements made by Foundry Networks, Inc. (“Foundry”), or
information contained herein, may be deemed to constitute either
an amendment of an existing agreement or an implied new
commitment, promise or legal obligation by Foundry to develop
or deliver any specific product, feature or functionality.
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